MPABUMA MO OBECMNEYEHUIO VMHOOPMALIMOHHOM BE3OMACHOCTW HA PABOYEM
MECTE

1. BBegeHue

Hactosiwue npaBuna npepgHasHayveHbl Ansi 006s3aTenbHOrO O3HAKOMIIEHUSI BbIAENEHHOMY B
opraHuM3auMn  COTPYAHWUKY, OTBevalwemy 3a MHPOPMaUMOHHY0 6GesonacHoCTb  npu
MCMONb30BaHUN CPEACTB KpunTorpaduyeckon 3almTbl MHpopmaumm n pabote B 3alLMLLEHHON
TENeKOMMYHUKaLMOHHON cucTeme.

2. OCHOBHbIE NOHATUSA

Cucmema - aBTOMaTU3MPOBaHHAs WHPOPMALMOHHAs cucTemMa nepegjavn W npuema
MHOpMaLMN B 3MEKTPOHHOM BMAE MO TEeNleKOMMYHUKAUMOHHBbIM KaHanam CBsi3u B Buie
IOPUONYECKN 3HAYUMBIX INEKTPOHHBIX OOKYMEHTOB C MCMOMb30BaHWEM CPEeACTB 3NEKTPOHHOW

noanncu.

ABTOMaTM3MpoBaHHoe pabo4yee mecto (APM) — N3GBM, ¢ nomoLblo KOTOPOWN Nonb3oBaTenb
OCyLLeCTBNAET nogknoveHne ana pabotel B Cucteme.

Cpedcmeo kpunmoepacghudeckoli 3awumbsl uH¢opmayuu (CK3U) - cpeactso
BblYMCNIUTENBHON  TEXHWKM,  OCYLLECTBsAWLWEe  Kpuntorpadgpudeckoe  npeobpasoBaHune

nHdopmaumn ana obecrneveHns ee 6e3onacHOCTW.

AnekmpoHHasi nodnuck (3l1) — nidopmaunsi B aNeKTPOHHON hopme, KoTopasi NpUcoeanHeHa K
ApYyron WHpopmaumMm B SMNeKTPoHHOW dopme (MoAnucbiBaeMOn WHAOPMaUUN) WU UHBLIM
obpa3om cBsizaHa C TakoW MHopmauuen n Kotopas UCMONb3yeTcs ANs onpeaeneHus nuua,
noanuceiBarowero uHgopmaumo. B Cucteme ans noAnUCaHWS SNEKTPOHHbIX JOKYMEHTOB
3NEKTPOHHOW MNOAMNUCBID UCMONb3YETCA TEXHOMOrMs 3NeKTPOoHHO-UMdposon nognucu (SUIMMT) B

MHPPaCTPYKTYPE OTKPbITbIX KIHOYEN.

Knroy JI1 - yHukanbHas nocnegoBaTeNbHOCTb CMMBOJSIOB, MpedHa3HavyeHHas ans co3gaHus
AneKkTpoHHon noanucu. Knoy Bl xpaHutcs nonb3oBaTeniem cuctemMmbl B TanHe. B
NMHAPACTPYKTYPE OTKPLITBIX KIHOYENn COOTBETCTBYET 3aKpbITOMY Krtovy 3LIM.

Knroy npoeepku Il - yHukanbHas nocrnefoBaTenbHOCTb CUMBOSIOB, OOHO3HAYHO CBSI3aHHas C
KNKOYOM 3IEKTPOHHON MOAMUCKU U NpedHasHavyeHHas Ans NpoBepKn NOASIMHHOCTU SNEKTPOHHOM
nognucn. Knou nposepkn 3l mM3BeCTeH BCEM nNonb3oBaTensM CUCTEMbl W MNO3BOMSET
onpefennTb aBTopa MOAMUCU N OOCTOBEPHOCTb 3MEKTPOHHOrO AOKYMEHTa, HO He no3sonset
BbIMMCNUTb KMOY 3nekTpoHHoN nognucu. Kniod nposepkn 3l cumMTaeTcss npuvHagnexawim
nonb3oBaTtento, ecnn oH 6bin eMy BbldaH YCTaAHOBIEHHbIM nopsagkom. B uHdpacTpykType
OTKPbITbIX KITHOYEN COOTBETCTBYET OTKPbITOMY Kritovy SLIMM.



Cepmudpukam knroda npoeepku Il - 3NEKTPOHHbBIA SJOKYMEHT UKW OOKYMEHT Ha GyMa)KHOM
HocuTene, Bbl4aHHbIe yOOCTOBEPSAIOWNM LLEHTPOM MO0 AOBEPEHHBIM NMLOM YAOCTOBEPSAIOLLIErO
LUeHTpa M noaTBepXaawwmne nNpuHAANEXHOCTb Kroya MNPOBEPKU  SMIEKTPOHHOW  MOANUCU
Bnagenbuy ceptudmkarta krnoya npoBepPKN ANEKTPOHHON NOANUCH.

YAdocmoeepsirowuli yeHmp - puandeckoe nuuo UnNM UHAMBUAYanbHbIA NpegnpuHUMaTtens,
OCyLLeCTBAWNE (YHKLMM MO CO30aHMI0 M Bblgaye CcepTUUKaATOB KIOYEeNn MpoBEPKU
3NEKTPOHHbIX MOANUCEN, a TaKKe UHbIE PYHKLMK, NPegYCMOTPEHHbIE 3aKOHOAATENbCTBOM.

Bnadeney cepmughukama knroya npoeepku Il - nuuo, KOTOPOMY B YCTAHOBIEHHOM MOpPSIAKe
BblAaH cepTudumKkaT Krtoya NpoBepKM SNEKTPOHHOM Noanucu.

Cpedcmea 3I1 - wudpoBanbHble (Kpuntorpadmyeckne) cpeacTBa, WUCNoONb3yemble OIS
peanusaymMm xota Obl ogHOW M3 criegyowmnx QYHKUUMA — CO3OaHWE JNEeKTPOHHOW MNOANUCH,
npoBepKa 3MIEKTPOHHOW NOAMMCU, CO34aHMEe Kda 3M1EKTPOHHOM NOAMUCKM U KIoda NpPOBEPKU

AMEKTPOHHON NOoANUCH.

Cepmuchukam coomeemcmeusi — [OKYMEHT, BblJaHHbIA MO MNpaBUnam CUCTEMb
cepTucbmKaumm NS NOATBEPXKOEHMSI  COOTBETCTBUS  CEPTUMUUMPOBAHHOW  NPOAYKLMM

YCTaHOBJIE€HHbIM TpeGOBaHVIFIM.

lMoomeepxdeHue MOGMUHHOCMU 3/IEKMPOHHOU NOONuUCcU 8 3/1eKMPOHHOM OOKyMeHme —
MONOXUTENbHbLIA pe3ynbTaT MPOBEPKM COOTBETCTBYOWMUM cpeactsoM Il npuHagnexHocTu
3MIEKTPOHHONM NOAMMUCK B SNEKTPOHHOM [OKYMEHTe Bragenbly cepTudukaTta Knda npoBepKu
MOANMUCU U OTCYTCTBUSI UCKaXEHUA B MOAMNWCAHHOM [daHHOW 3NEeKTPOHHOW MoAMnuChio

9NEeKTPOHHOM [OKYMEHTE.

Komnpomemauyusi knroya — yTpaTta gOBEPUS K TOMY, YTO UCMONb3yeMbIE KIoYM obecrneymBaioT
©esonacHocTb MHpopmauyun. K cobbiTuAM, CBSA3aHHbIM C KOMNPOMETALMEN KIoYern, OTHOCATCS,

BKNnKO4asa, HO He orpaHnymBasdCh, cnenyrowme:

e [loTeps KrOYEBbLIX HOCUTENEN.
e [loTeps KMOYEBLIX HOCUTENEN C UX NOCMEAYIOLNM OBHapyXeHMeM.
e YBOmbHEHWE COTPYAHUKOB, UMEBLUMX AOCTYN K KIHOYEBON MHopMaLmu.

e HapylweHne npaBun XpaHeHUs N YHUYTOXEHUSA (MOocrne OKOHYaHWUs Cpoka AenCTBuS)
3aKpbITOro Kriro4a.

e Bo3HVKHOBEHME NOOO3PEHUN HA YTeUKy MH(POpMauMm UM ee UcKaxeHue B cucteme
KOHbMAEHUMANbHON CBA3MN.

e HapyleHue nevatn Ha cende C KIoyYeBbIMU HOCUTENSAMN.



e Cnyyan, korga Henb3si OOCTOBEPHO YCTAHOBWUTb, YTO MPOMU3OLLNO C KIHOYEBLIMM
HocuTensamu (B TOM YMCne cryyau, Koraa Kro4eBOW HOCUTENb BbIWEN M3 CTPOS U
AokasaTenbHO He ONpoBEeprHyTa BO3MOXHOCTb TOro, YTO, AaHHbIA hakT npounsoLlen B
pe3ynbTaTe HeCaHKLUMOHMPOBAHHbIX A4eNCTBUIA 3M0YMbILUIIEHHMKA).

3. PuUckn ncnonb3oBaHA 3MNeKTPOHHOW nNoanncu

I'IpM MCcnoJib3o0BaHMn SJ'IeKTpOHHOIZ noanmcun CywecTByrT onpenerieHHble PpUCKKU, OCHOBHbIMW U3
KOTOPbIX ABNAKTCA cnefyroLuine:

1. Puckn, cBaA3aHHble C ayTeHTUMKaunen (NnoaTeepxxgeHnem noannmHHOCTU) nonb3oBaTtens.
JInuo, Ha KOTOpOro ykasblBaeT NoAnNUCb Mo AOKYMEHTOM, MOXET 3adBUTb O TOM, YTO
nognuck cdanbcndnumnpoBaHa 1 He NPUHALNEXUT JAaHHOMY NnLly.

2. Pucku, cBga3aHHbIE C OTPEKAEMOCTbI0 (OTKA3OoM OT COAEpPXKUMOro AOKyMeHTa). Jluuo, Ha
KOTOpOe yKasblBaeT NoANUCb NoA JOKYMEHTOM, MOXET 3asBUTb O TOM, YTO JOKYMEHT 6bin
N3MEHEH U He COOTBETCTBYET JOKYMEHTY, NOANUCAHHOMY AaHHbLIM JTULOM.

3. Pucku, cBsisaHHble C OPUOUYECKON 3HAYMMOCTbLIO 3MNEKTPOHHOM noanucu. B cnyvae
cynebHoro pasbuparenbcTBa 0gHa M3 CTOPOH MOXET 3asiBUTb O TOM, YTO [OKYMEHT C
3IIEKTPOHHON MOAMMUCBI0 HE MOXET MOPOXAaTb HPUANYECKM 3HAYMMBIX NOCNEACTBUA U
CUMTaTbCA 4OCTATOYHbLIM AOKa3aTeNbCTBOM B Cyae.

4. Pwucku, cBs3aHHble C HECOOTBETCTBMEM YCITIOBMIA NUCMNOSb30BaHUS 351EKTPOHHOW Nognmcu
YyCTaHOBMEHHOMY Nopsaaky. B cnyyae mcnonb3oBaHUA 9NEKTPOHHOW MOANUCKU B MOPSAKeE,
He cooTBeTCTBYylOWEM TpeboBaHMAM 3akoHOAATENbCTBA WAW COrMalleHun Mexay
YYaCTHMKaMWN 3JIEKTPOHHOIO B3aMMOOEWNCTBMS, topuagudeckas cuna noAnMCaHHbIX B
AaHHOM chnyyae AOKYMEHTOB MOXeT ObITb MOCTaBneHa Nog COMHEHME.

5. Pwucku, cBa3aHHble C HECAHKLMOHMPOBAHHbLIM LOCTYNOM (MCMONb30BaHNEM 3MEKTPOHHOM
nognucn 6e3 Begoma Bnagenbua). B cnyyae komnpometaumm knoyva 3l wnum
HeCaHKUMOHUPOBaAHHOro goctyna k cpegcrteam 3l mMoxeT OblTb MNOMyvYeH OOKYMEHT,
NopoXaawLWmnin  pUONYEeCckM 3Ha4YMMble MOCMEeACTBUMS U UCXOASWMA  OT  UMEHWU
nonb3oBaTensi, KN4 KOTOPoro 6bi1 CKOMNPOMETMPOBaH.

[Ons  CHWXeHMs [aHHbIX PUCKOB WNU KX Kn3bexaHuss NOMMMO OnpedeneHns nopsiaka
NCMNONb30BaHMSA 3MNEKTPOHHOW MNOAMUCKM MNpPU  SNEKTPOHHOM B3aUMOAEWCTBUM NPEeAYyCMOTPEH
KOMMIEKC MNPaBOBbIX W OpPraHM3aLNOHHO-TEXHUYECKMX Mep obecnevyeHusi UHPOoPMaLMOHHOM
©esonacHocTu.

4. O6Lwue NpUHUUNBI opraHmM3aumm nHdopmaunoHHon 6esonacHocTn B Cucteme

Kpuntorpadumyeckass nogcuctema CuctemMbl onupaeTcsl Ha OTEYECTBEHHOE 3aKOHOAATENBLCTBO B
06r1acTu 3aNeKTPOHHON NOANUCKU, MHPPACTPYKTYPbI OTKPbITLIX KNHOYEN 1 3alimTbl MHopmauuu, B
ToM 4uncne, Ha gencteyowme NOCT n pykoBoadawme aokymeHtol PCE n ®CTIK, a Takke Ha
MexayHapoaHbli ctangapt X.509, onpenenstowmin npMHUMnbl U NPOTOKOSbI, UCNOSb3yeMble Npu
NOCTPOEHMN CUCTEM C OTKPbITLIMM KITHOYaMMU.

MHdpacTpyKkTypa OTKPbITLIX KIHOYEen — 3TO CUCTeMa, B KOTOPOM KaKablii MONb3oBaTeNb UMEEeT
napy Krwo4yen — 3aKkpblTbli (CEKPETHbIN) U OTKPbITLIA. [pyM 3TOM MO 3aKpbITOMY K4y MOXHO

NOCTPOMUTb COOTBETCTBYIOLMA €My OTKPbITbIM KN4, a obpatHoe npeobpasoBaHue



HeocyLecTBMMO unn TpebyeT OrpoMHbIX BpeMeHHbIX 3atpaT. Kaxabii nonb3oBatens Cuctembl
reHepupyeT cebe Krno4yeBylo napy, U, COXpaHAst CBOW 3aKpbITbIN K4 B CTPOron TarHe, Aenaet
OTKPbITbIA KMtod  obwenocTynHbeiM. C TOYKM 3peHUs UHPaCTPYKTYpbl OTKPbITbIX KOYER,
wncpoBaHme npeacrtaBnsaeT cobon npeobpasoBaHne coobLLEHMS, OCYLLECTBNSEMOE C MOMOLLbIO
OTKPbITOrO Kntoya nonyvarenss uHgpopmauyumn. Tonbko nony4vatenb, 3Hasi CBOW COOCTBEHHbI
3aKpbITbIA KIKOY, CMOXEeT npoBecTu obpaTHoe npeobpasoBaHMe W NpoynTaTb COOOLLEHMs, a
Gonblue HUKTO caenatb 3TOr0 HE CMOXET, B TOM YMCne — U caM OTnpaBuTEeNb LWMAPOrpaMmmbl.
OneKTpoHHasi noanncb B  MHMPACTPYKTYpe OTKPbITbIX Kovern - 3T0 npeobpasoBaHune
coobLLEeHNss C MOMOLLBI 3aKpbITOro kmnya otnpaBuTens. Jliobon xenawwum MOXeT Ans
npoBepKM nognucu nposectn obpatHoe npeobpasoBaHme, NPUMEHMB OBLLEAOCTYMNHbINA OTKPbITbIN
kntod (kntod nposepkn JAl) aBTOpa AOKYMEHTA, HO HWUKTO HE CMOXET UMWUTMPOBATb TaKOM

[AOKYMEHT, He 3Has 3aKpbITOro krtoya (knoya 3l) aBTopa.

Ob6da3aTtenbHbIM ~ y4aCcTHMKOM  JIHOOOM  MHMPACTPYKTYpPbl  OTKPbITbIX  KIOYEN  SABMSIETCS
YOOCTOBEPAOLWMA  LEHTP, BbINONHAOWNA  YHKUMM  LEeHTpa [[OBepus BCEW CUCTEMbI
AoKymeHToo6opoTa. [lpy atom YgocTtoBepsitowmi  UeHTp obecneymBaeT  BbINOSIHEHME
CneayrLwmx OCHOBHbIX OYHKLWMNA:

® BbllMyCKaeT CepTI/ICbI/IKaTbI Knoyen NPOBEPKN 3NMEKTPOHHbIX noanucen n BblgaeT UX
norib3oBaTendam;

® BblAaeT nofib3oBartesniam cpencrtea SﬂeKTpOHHOVI noanuncu;

e co3gaeT No ob6palleHVsaM 3asiBUTENEen KruyM 3MNEKTPOHHbIX MOoAMNMUCEN U KIoun
NPOBEPKN ANEKTPOHHbIX NOANUCEN;

e nony4yaet n obpabatbiBaeT COOOLWEHNS O KOMMpOMEeTauun Kryen; aHHynupyet
Bbl4aHHble 3TUM YAOOCTOBEPAOWMM LIEHTPOM CepTUdUKaTbl KYen npoBepKu
3NEKTPOHHbIX MOANUCEN, JOBEPUE K KOTOPbIM YTPaYeHo;

® BeJeT peecTp BblOAHHbIX W AHHYNIMPOBAHHbLIX 3TMM YAOCTOBEPAOLWMM LEHTPOM
cepTUMKaATOB KIOYEen MPOBEPKU IJMEKTPOHHbIX Moanucen (ganee — peecTp
cepTUguKaToB), B TOM YMCre BKNOYaoWmn B ceba nHdopmauuio, cogepxallyocs B
BblA@HHbIX 3TUM YAOCTOBEPSIOWMM LIEHTPOM cepTudmkaTax Kioverh npoBepKu
AMEKTPOHHbIX NoAnucen, M UHGOPMaUMIO O faTax MpekpaweHus LOEeWCTBUS Wn
aHHYNMPOBaAHNSA CEePTUMUKATOB KITHOYEN MPOBEPKM 3MEKTPOHHLIX nognucen u ob
OCHOBaHMsX Taknx NpekpaLleHns unm aHHynmpoBaHusa n obecneumsaeT JOCTYN NUL K
MHopMaLMK, coagepXaLlenca B peecTpe cepTUunKaTos;

® poBepseT YHUKaNbHOCTb KIOYen MNPOBEPKU 3MNEKTPOHHbLIX MOAMUCEN B peecTpe
cepTUduKaToB;

e oOcyllecTBNseT no obpaleHUsM Y4Y4acTHUKOB 3NEKTPOHHOrO B3auUMOAEeNCTBUS
NPOBEPKY 3NEKTPOHHBIX NoAnucei;



e onpeaenseT nopsaok pasbopa KOHMMMKTHBIX CUTyaL Ui U foKka3aTenscTBa aBTOpPCTBa
3NEKTPOHHOro AOKYMEHTA.

CBolo gesaTenbHOCTb yﬂ,OCTOBepHPOLLI,I/IVI LUEeHTp ocyulectBnder B CTPOroMm COOTBETCTBUU C
3aKoHO4aTeNbCTBOM, COOCTBEHHbLIM pernameHToMm W cornaweHnaAMmn wmexany y4acTtHUKamu
AJNIEKTPOHHOIo B3anMMOOenCTBUS. Enarop,apﬂ cobrniogeHnto  HeobXxoaNMbIX Tpe6OBaHI/IIZ
NCKIMHYaKTCA PUCKKU, CBA3AHHbIE C I-OpVI,D,VNGCKOVI 3HAYMMOCTbIO OOKYMEHTOB, MNOoAMNMNCaHHbIX
SﬂeKTpOHHOVI noanncblo, U CHWXAaKTCA PUCKM HEeCOOTBEeTCTBUA ycnosvu7| Mcnonb3oBaHUA
SJ'IeKTpOHHOVI noanncun yCtaHOBJ1IEHHOMY MOPALAKY.

CepTtudpmkat kntova nposepkn 3Ol 3aBepsieTCA SMEKTPOHHOW MOAMUCHID YOOCTOBEPSIOLLErO
LUeHTpa 1 noaTeBepxaaeT akT BNageHWs TOro UM MHOro yYacTHUKa AOKYMeHToobopoTa TeM
UM MHbIM  Krto4oM  nposBepkn 3 M cooTeeTcTByOWMM eMy knovom 3l. bnarogaps
ceptudmkatam, nonb3oBatenn CucteMbl MOryT OMO3HaBaTb ApYyr Apyra, a, Kpome TOoro,
NPOBEPATb NPUHAAMEXHOCTb 3NEKTPOHHON NOAMUCK KOHKPETHOMY MOMNb30BaTENO N LEeNTOCTHOCTb
(HEN3MEHHOCTbL) coaepXaHns MNOoAMNMUCAHHOTO 3NEKTPOHHOrO [OOKyMeHTa. Takum obpasom
NCKINIOYaOTCA PUCKM, CBA3aHHbIE C NOATBEPXKAEHMEM NOANMHHOCTM NOMb30BaTeNs U OTKa3oM OT
COOEPKMMOro AOKYMEHTA.

MpeobpasoBaHNA COOOBLLEHNI C UCMONB30BAHMEM KOYEN 4OCTAaTOYHO CIOXHbI U NPOM3BOAATCS
C MNOMOLLbIO chneymanbHbiX CpeacTB 3NeKTpoHHoW noanucn. B Cucteme pns atux uenen
ncnonbdyetcs CK3U, umetowee ceptudmkar cooTBETCTBMSA YCTAHOBIEHHBbIM TpeboBaHUAM Kak
CpeacTBoO anekTpoHHown nognucu. [aHHoe CK3WM — 310 nporpamMmHoe obecneveHue, KOTopoe

pellaeT OCHOBHbIE 3afauu 3aLuTbl UHGOPMaLMKU, 8 UMEHHO:

e obecneyveHne koHUAeEHUMaANbHOCTM MHAOPMauMn — WwndpoBaHMe AN 3awuTbl OT
HECaHKLMOHNUPOBAHHOrO  AOCTyNa BCEX ONEKTPOHHbIX  OOKYMEHTOB, KOTOpble

obpawatotca B Cucteme;

e noaTBepXAeHWe aBTOpPCTBA AOKYMeHTa — npumeHeHue 3l1, koTopasi cTaBuTCs Ha
BCe BO3HMKawlme B CUCTEME SMEKTPOHHblE [AOKYMEHTbl; BMOCNeACTBUU OHa
No3BONseT pellaTb Ha 3aKoHOOATENbHO 3aKpPenneHHOW OCHoBe mbble Crnopbl B
OTHOLLEHUWN aBTOPCTBA JOKYMEHTA;

e obecnevyeHne HeoTpekaeMoCcTn — npumeHeHne 3l n obAszaTtenbHOe CoxpaHeHue
nepegaBaemMbiXx JOKYMEHTOB Ha cepBepe CuCTeMbl y OTNpaBUTENs W nony4vaTens;
noAnMCaHHbIN AOKYMEHT obnagaeT puaMYeCcKOr CUMOM C MOMEHTA MOAMUCaHUA: HU
ero cogepxaHue, HM cam hakT cyLecTBOBaHUA OKYMEHTa He MOryT ObiTb OCMOpPEHbI

HUKEeM, BKIo4aa aBTopa AOKYMEHTA;

e obecneyveHne LENOCTHOCTM AOKyMeHTa — npumeHeHne O, koTopas cogepxuT B cebe
X3W-3Ha4YeHne (YCNOXHEHHbIN aHanor KOHTPOMbHOW CyMMbl) NOAMNUCHIBAEMOro

OOKYMEeHTa; Npu NonbiTKE U3IMEHUTb XOTA Obl OOWH cUMBOI B OOKYMEHTE Unn B €ro



noanncu nocrie Toro, Kak AOKyMeHT Obi noarnncax, 6y/:|,eT HapyuwleHa arl, uto 6y/:1,eT

HemMeaneHHo AnarHoCTupoBaHoO;

e ayTeHTU(MKaUMS Yy4aCTHMKOB B3aumopeincteus B CuctemMe — Kaxabli pas npu
Havane ceaHca paboTbl cepeep CucTEMbI U NoNb3oBaTenNb NPeabABNSAT APYr APYrY
CBOM cepTudmKaTbl UM, Takum obOpasom, u3berawdT oOnNacHOCTU BCTYNMUTb B
NHOPMALMOHHbBIA OOMEH C aHOHUMHBIM NIULOM MW C NULIOM, Bblaatowmm cebs 3a

Apyroro.

YpoBeHb 3awmieHHocTn CucTemMbl B LIENIOM PaBHSAETCA YPOBHHO 3alLMLEHHOCTM B €e CaMOM
cnabom wmecte. [loatomy, yuuTbiBass TO, 4YTO cuctema obGecnedvMBaeT BbICOKMMA YPOBEHb
MHoOpMaLUMOHHON ©Ge3onacHOCTM Ha NyTW CrefoBaHWUst 3NEKTPOHHBIX JOKYMEHTOB Mexay
y4yaCTHUKaMn OOKYMEHTOOOO0pOoTa, AN CHMXEHUS Unn n3bexaHusi pUCKoOB HeoOXoOgMMo Tak Xe
TwartenbHo cobniogate Mepbl 0e30MacHOCTU  HernocpeacTBEHHO Ha paboymx  MecTax
nonb3oBaTtenen.

B cregywowem pasgene cogepxatcs TpeboBaHWA M peKoMeHZauuuM Mo OCHOBHbIM Mepam
NMHOpPMaLIMOHHOW Ge30nacHOCTM Ha paboyem MecTe nornb3oBaTens.

5. TpeboBaHuas u pekomeHgauum no obecnedeHnto WHEGOPMAaLMOHHOM 6Ge3onacHOCTM Ha
paboyeM MecTe nonb3oBaTens

Pabouee mecto nonb3oBatens Cuctembl ucnonb3dyet CK3U gna obecneveHus LEenocTHOCTH,
KOHdbMAEHUMANbHOCTM M NOATBEPXKAEHUS aBTOPCTBa MHopMauuu, nepegaBaeMon B pamMKax
Cuctemsbl. lNMopsgok obecnedeHna unHdpopmaumoHHon Oe3onacHocTu npu pabote B Cucreme
onpefensaeTca pPykoBogUTENEM opraHusauuun, nogknwoyatwowencs k Cucreme, Ha OCHOBe
pekomMeHOaunn no OpraHM3auMOHHO-TEXHUYECKUM MepaM 3alluTbl, W3NOXEHHbIM B OaHHOM
pasgene, aKcnnyatauMoHHon gokymeHTauum Ha CK3W, a Takke OencTByOLWEro poCCUNCKOro
3aKkoHofaTtenbCcTBa B 06nacTu 3awmtbl tHdopmauuu.

5.1 NMepcoHan

HomkeH OblTb onpedeneH W yTBEPXOEH CAWCOK JnL, WMEKLWMX AOCTyn K KIHYeBON
MHAopMaLmK.

K pabote Ha APM c yctaHoBneHHbiM CK3W ponyckatoTca TONbKO onpeferneHHble ans
aKcnnyataumm nuua, npowewme COOTBETCTBYIOLWLYIO MNOATOTOBKY WM O3HAKOMIIEHHblE C
nonb3oBaTtenbckon gokymeHTaumen Ha CK3W, a Takke ApyrMn HOPMaTUBHLIMU JOKYMEHTaMu
Mo UCMOJSIb30BAHMIO 3ITEKTPOHHON NOAMUCH.

K ycTtaHoBke 06LLECUCTEMHOrO M crieumanbHOro nporpaMmHoro obecneyeHusa, a takke CK3WU,
AONyCKalTCsl OOBEPEHHbIE Nuua, NpOoLUeflne COOTBETCTBYHOLLYK MNOArOTOBKY M U3y4vMBLUME
AOKyMeHTaumto Ha cooTBeTcTBytlowee MO n Ha CK3W.

PekomeHgyeTcs HasHayeHne B opraHumsaumu, akcnnyatupytowen CK3W, agmuHucTpatopa
©e30nacHOCTK, Ha KOTOPOro Bo3naralTcs 3agaqm opraHmsaumm paboTt no ncnonb3osaHmio CK3U,
BblpabOTKM COOTBETCTBYIOLLMX WHCTPYKUMA AONA nonb3oBaTenen, a Takke KOHTPOm 3a
cobrntogeHnem TpeboBaHMii Mo 6e30MacHOCTU.



[OMmMKHOCTHbIE MHCTPYKUMM nonb3oBaTene APM u agmuHuctpatopa 6e30macHOCTM OOSDKHbI
yunTbiBaTb TpeboBaHMA HacTosawmx MNpasun.

B cnyyae yBonbHeHMss wnv nepesBofda B Apyroe noapasgerieHne (Ha Opyryoo AOMKHOCTb),
N3MEHeHUs (YHKUMOHanNbHbIX 00A3aHHOCTENM COTPYAHMKA, MMEBLUEro AOCTYM K KMYeBbIM
Hocutenam (3l n wudpoBaHus), OMKHA OblTb NpOBeAeHA CMeHa KItoYen, K KOTOPbIM OH UMen
AocTyn.

5.2 Pa3melueHne TexHudecknx cpeacte APM c yctaHosneHHbiMm CK3U

[lomkHO ObITb UCKNIOYEHO GECKOHTPONbHOE MPOHMKHOBEHWE WU NpebbiBaHMe B NMOMELLEHUSX, B
KOTOpbIX pa3mellalnTca TexHudeckume cpeactea APM, MOCTOPOHHMX WL, MO PoAy CBOEeW
AEATENbHOCTM He SIBNSOLWMXCS NepCcoHarioM, AonyLeHHbIM K paboTe B ykadaHHbIX NOMELLEHUSIX.
B cnyyae HeoGXOAMMOCTM NPUCYTCTBUS TaKMX UL, B YKa3aHHbIX NMOMELLEHUSIX AOIMKEH ObITb
obecneyeH KOHTPOSb 3a UX AeNCTBUSIMMU.

PekomeHngyetcsa ucnonb3oate APM ¢ CK3U B ogHononb3oBaTenbCkoM pexume. B oTaoenbHbIxX
cny4vasx, npyu HeobxogumocTn mncnonb3oBaHmsa APM HECKONbKUMKW nnULaMn, 3TW Nvua OOJDKHbI
obnagaTb paBHbLIMM NMpaBamMu AOCTyMNa K UHoOpMaL K.

He ponyckaetcsa ocTtaenatb 6e3 koHTpond APM npu BKNHOYEHHOM MUTAHUKM U 3arpyXEHHOM
nporpammHom obecnedeHmn CK3WM nocne BBoga knwoudeBon wuHgopmauuun. [pu  yxope
nonb3oBatenss ¢ paboyero MecTa AOMKHO WCNOMb30BaTbCs aBTOMATMYECKOE BKIOYEHME
3KpaHHOM 3acTaBKW, 3alluWeHHOW naponem. B oTAenbHbIX crydasx Mnpu HEBO3MOXHOCTU
NCNoNb30BaHMsi NapOSibHOM 3aLLmMTbl, gonyckaeTcsa 3arpy3ka OC 6e3 3anpoca naponsi, Npyu 3ToM
OOMMKHbl  OblTb  peanu3oBaHbl  AOMOSNHUTENbHbIE  OPraHM3auUOHHO-PEXUMHbIE  Mepbl,
UCKIoYatloLwme HeCaHKLUMOHMPOBaHHbIN JocTyn K APM.

PekomeHayeTca npegycMoOTpeTb Mepbl, UCKYarwmue BO3MOXHOCTb HECAHKLUMOHUPOBAHHOIO
N3MeHeHMst annapaTHon 4actu APM, Hanpumep, onevaTtbiBaHWe cCUCTEMHOro 6rnoka APM
aAMUHUCTPATOPOM. Tarkke BO3MOXHO B 9TUX LEensxX NpuMeHeHue crneumnanbHbiX CPeacTB 3awunTbl
WHdopMaLMn — annapaTHbIX MOAYIen JOBEPEHHOMW 3arpys3Kku.

PekomeHayeTCcs NPUHATL Mepbl MO UCKMIOYEHUIO BXOXOEHWS §Nul, He OTBETCTBEHHbIX 3a
agMuHuctpupoBaHue APM, B pexum koHdurypmposaHus BIOS (Hanpumep, ¢ MCNONb30BaHUEM
NaponbHOW 3aLnThl).

Pekomengyetcs onpegenute B BIOS ycTtaHOBKM, uWCKMAoYalowme BO3MOXHOCTb 3arpysku
OnepauMoOHHON CUCTEMbI, OTIIMYHOW OT YCTAHOBSIEHHOW Ha >XEeCTKOM [UCKe: OTKIIYaeTcs
BO3MOXHOCTb 3arpy3kM C rubkoro pgucka, npusoga CD-ROM, wckniovaroTca npoyve
HecTaHgapTHble BUabl 3arpy3kn OC, BKMoYas ceTeByto 3arpyaky.

Cpeacteamu BIOS gomkHa ObiTb UCKNHOYEHa BO3MOXHOCTbL paboTsl Ha MNM3BM, ecnn Bo Bpems
€ro HavanbHOW 3arpysku He NPOXoaAT BCTPOEHHbIE TECThI.

5.3 YcraHoBka nporpammHoro obecrnevexHms Ha APM

Ha texHuyecknx cpegcteax APM c yctaHoBneHHbiM CK3W HeobxoomMmo Mcnonb3oBaTtb TOSMBKO
NNUEH3NOHHOE MNporpammHoe obecnevyeHne UpM-U3roToBuTeNen, Noy4YeHHoe U3 OBEPEHHbIX
WCTOYHUKOB.



Ha APM pomkHa ObiTb yCTaHOBMEHa TOSMbKO OfHa onepauuoHHas cuctema. [pu aToM He
JonyckaeTcd UCNonb3oBaTb HecTaHA4apTHble, W3MEHEHHble WNU  OTNafo4yHble  Bepcun
ornepaunoHHOW CUCTEMBI.

He ponyckaetca yctaHoBka Ha APM cpenctB pas3paboTkm M OTnagkm nNporpammHOro
obecneveHusi. Ecnn cpeactea oTnagkm NpUOXEHUA HeobXoauMbl Ansi TEXHONOrMYecKuX
noTpebHocTer nonb3oBaTtensd, TO WX WCMNOMb30BaHME [OOMMKHO OblTb CaHKUMOHUPOBAHO
agMuHucTpatopomM 6esonacHocTu. B nobom crnydae 3anpeliaeTcss MCNofb30BaTb 3TU CpeacTBa
Ons npocMoTpa M pedakTUpOBaHUS Koga W namaTu NpunoxeHun, ucnonbayowmx CK3WN.
HeobxogmMmo uvcknounTb MonagaHne B CUCTEMY CPEACTB, MNO3BONSANOLWNX OCYLLECTBNATb
HeCaHKLMOHMPOBAaHHbIA AOCTYM K CUCTEMHbIM pecypcaMm, a Takke nporpamm, MO3BOSISAOLINX,
nonb3yscb owmnbkamm OC, nonyyaTb NpUBMIErMM agMmMHMUCTpaTopa.

PekomeHayeTcsl orpaHN4YnTb BO3MOXHOCTM MONb30BaTeNs 3aryCKOM TOSIbKO TEX MPUNOXKEHUN,
KOTOpble pa3peLleHbl aAMUHUCTPaTOPOM 6e30MacHOCT!.

PekomeHgyeTcss  ycTaHoBUTb M mcnonb3oBaTtb Ha APM  aHTMBMpYCHOE nporpammHoe
obecneyeHue.

HeobxoamMmo perynspHo oTcnexuBatb W YycTaHaBnuBatb OOHoOBMNeHMs ©GesonacHocTn Ans
nporpammHoro o6ecneveHnsas APM (Service Packs, Hot fix n T n.), o6HOBNATE aHTUBMPYCHbIE
6asbl.

5.4 HacTtpowka onepaumoHHon cuctemsl APM

AomuHucTpatop 6e3onacHOCTU OOMKEH CKOHGUIypupoBaTb OMepauvoHHY0 cUcTemy, B cpeae
KoTopon nnaHupyetcsa wucnonb3oBatb CK3WM, n ocywecTBnaTb NEpUOANYECKUA  KOHTPOIlb
CAenaHHbIX HAaCTPOEK B COOTBETCTBUM CO criegyowumm TpeboBaHnAMN:

e [lpaBom ycrtaHoBkM u HacTtpokm OC wn CK3UM pomkeH obnagatb TOMbKO
agMuHucTpaTtop 6e3onacHocTu.

e Bcem nonb3oBatenam u rpynnam, 3apeructpupoBaHHbiM B OC, Heobxogmmo
Ha3Ha4YNTb MMHUMAITbHO BO3MOXHbIE ANst HopMarnbHOW paboTbl NpaBsa.

o VY rpynnbl Everyone OOIMKHbI ObITb yaaneHbl BCe npmuBunernn.

e PekoMeHAyeTCsl UCKMYMTb WUCMONb3OBaHME pexuma aBTOMAaTUYecKoro BXOAa
nonb3oBaTesns B ONepaLyoHHYH CUCTEMY MPU ee 3arpyske.

e PekomeHayeTcsa nepeMMeHoBaTb CTaHAAPTHYHO y4eTHyto 3anucbk Administrator.
e [lomxHa 6bITb OTKMOYEHA y4eTHas 3anuck Ans roctesoro Bxopa Guest.

e lckniounTb BO3MOXHOCTb  yAaNieHHOro  yrnpaBneHus, aaAMWHUCTPUPOBAHUA W
moandukaumm OC n ee HacTpOEK, CUCTEMHOIO peecTpa, ANs BCeX, BKIYasa rpynny
Administrators.

e Bce Heucnonb3dyemble pecypcbl CUCTEMblI HEOBXOOAMMO OTKMOYUTL (MPOTOKOSbI,
CEepBUCHI N T 1N.).

e [lomkHO OblTb WUCKMIOYEHO UMW OrpaHWYeHo C y4eToM BblOpaHHOM B OpraHusauun
nonutukn 6e3onacHoCTM MCNoNb30OBaHME nonb3oBatensammu cepsuca Scheduler
(nnanupoBLwmK 3agay). Mpu ncnonb3oBaHUM AAHHOIO cepBKca CoCTaB 3anyckaemoro



nporpammHoro obecneyeHms Ha APM cornacoBbiBaeTcss € agMUHUCTpPaATOpPOM
GesonacHocTw.

PekomeHgyeTcst opraHn3oBaTth 3aTvpaHne BpeMEHHbIX pannioB 1 hanmnoB nogkayku,
dopmMmmpyembix unu moamduumpyemelx B npouecce pabotel CK3W. Ecnm aT1o
HeBbINonHMMoO, To OC gomkHa NCNonb30BaTbCA B OQHOMOMB30BATENbCKOM peXume u
Ha >XEeCTKMA [OUCK [OSKHbl pacnpocTpaHATbCcs TpeboBaHus, npeabsBnsiemMble K
KIMOYEBBLIM HOCUTENSIM.

[ormkHbl OblTb YCTAHOBMNEHbBI OrPaHNYeHNs Ha AOCTYN Nosfib3oBaTenen K CUCTEMHOMY
peecTpy B COOTBETCTBUM C NPUHATON B OpraHM3aumm nonutukon 6e3onacHocTu, 4To
peanusyeTtca npu nomolum ACL unu yctaHoBkor npae goctyna npu Hanuume NTFS.

Ha Bce aumpekTtopuun, cogepxawue cucteMHble dannsl Windows n nporpammbl m3
komnnekta CK3W, gomkHbl ObiTb YyCTaHOBMEHbI MpaBa AOCTyna, 3anpeliarolime
3annucbL  BceM  nonb3oBatensMm, Kpome  AamuHuctpatopa  (Administrator),
Cospartens/Bnagensua (Creator/Owner) n Cuctemsl (System).

[omkHa 6bITb MCKMOYEHA BO3MOXHOCTb CO30aHMs aBapUMHOIO gamna onepaTuBHON
namMsaTK, Tak Kak OH MOXET cofepaTb Kpuntorpamnyeckm onacHyo MHopmaLmio.

PekomeHayeTcss oGecneunTb BedeHue XypHanoe ayauta B OC, npu 3TOM OHa
[AOMKHa OblTb HACTPOeHa Ha 3aBepLUeHne paboTbl NPV NEPENOSTHEHNM XyPHAIOB.

PekomeHayeTca NpoOM3BECTM HACTPOMKY MNapaMeTpoB CUCTEMHOIO peecTpa B
COOTBETCTBMM C IKCnnyaTaunoHHon gokyMmeHTaumen Ha CK3W.

PekomeHgyeTcs paspabotatb 1 MPUMEHUTb NONMTUKY HAa3HAYEeHUS U CMEHbI Naponen (ansa Bxoaa
B OC, BIOS, npn wwudpoBaHuM Ha napone v T A.), MCNONb30OBaTb (puNbTpbl Maponen B
COOTBETCTBMM CO CreayrLmMn npasmnamu:

ANVHa napons AomkHa OblTb HE MeHee 6 CMMBOJIOB;

B YMCNEe CUMBOJIOB Naposns obsi3aTenbHO AOMMKHbI NPUCYTCTBOBaTL OYyKBbI B BEPXHEM
N HWXKHEM pernctpax, unudpbl 1 cneumansHble cumeonsl (@, #, $, &, *, % v 1.n.);

naposib He AOJMKEH BKOYaTb B ceEOS NMErko BbIYUCIIIEMbIE COYETAHUS CMMBOJSIOB
(nmeHa, cbamunuun n T 4.), a Tarke obwenpuHaTble cokpaweHns (USER, ADMIN,
ALEXunTa);

Npu cMeHe Napossi HOBOE 3HAYEHUE AOMKHO OTNMYATLCS OT NpeablayLero He MeHee
4yeMm B 4-X No3numsaXx;

NNYHBIN naporsib nonb3oBaTtesib HE UMEET MNnpaBa coobwatb HUKOMY;
He OonycKaeTcAa XpaHUTb 3anncaHHble Naposin B NEerkogoCTynHbIX MeCTax;

NepuoaNYHOCTb CMEHbI Mapors onpeaenseTcs NPUHSATON NONUTUMKON Ge3onacHoCTH,
HO He JorKHa npeBbilaTb 6 MecsLeB;

yKasaHHasi NonnTuka obsizaTenbHa AN BCeX YYETHbIX 3anncei, 3apermcTpupoBaHHbIX
B OC.

5.5 YcraHoBka 1 HacTpoiika CK3U



YctaHoBka n Hactponka CK3W Ha APM gormkHa BbINOMHATLCS B NPUCYTCTBUM agMUHUCTpaTopa,
OTBETCTBEHHOro 3a pabotocnocobHocTb APM.

YctaHoBka CK3U Ha APM pomkHa npou3BoAUTLCHA TONMbKO C AMCTPUOYTMBA, NOMYYEHHOro no
[OBEPEHHOMY KaHany.

YctaHoBka CK3W n nepBuyHasa mHuumanusaums KnodeBon MHGOpPMaUMM OCyLLEeCTBNSETCS B
COOTBETCTBMM C IKCnnyaTaunoHHon gokyMmeHTaumen Ha CK3U.

Mpn yctaHoBke O CK3WM Ha APM pomkeH ObiTb oGecneyvyeH KOHTPOSb LEIOCTHOCTUM U
goctoBepHocTb guctpnbytusa CK3N.

PekoMeHayeTcsl nepen ycTaHoBKOW npousBecTn npoBepky OC Ha OTCyTCTBME BpPeOOHOCHbIX
nporpamMmm C MOMOLLbIO aHTUBUPYCHbLIX CPEACTB.

Mo 3aBepLUeHnV UHMLMANU3auumM oCcyLLLeCTBIISIIOTCA HACTpoMKa U KOHTPOMb paboTocnocoBHOCTM
Mno.

3anpellaetcss BHOCUTb Kakme-nmbo W3MEHEeHWs, He NpeayCMOTPEHHbIE 3SKCMnyaTalMOHHOW
OOKyMeHTaumen, B nporpaMmmHoe obecrneyeHne CK3N.

5.6 MopakntovyeHne APM k ceTam oOLLiero nonb3oBaHus

Mpn ncnonb3zoBaHn CK3M Ha APM, noAkntOYeHHbIX K CETAM OOLLEro nosfib3oBaHus, AOMKHbI
ObITb npeanpuHATHI AOMNONHUTENbHbIE Mepbl, ncknovaroLmne BO3MOXXHOCTb
HEeCaHKLMOHMPOBAHHOIO [[OCTyna K CUCTEMHbIM pecypcaM WCMOoMb3yeMbIX OnepaunoHHbIX
CUCTEM, K NMpOrpaMMHOMYy oGecrneveHuto, B OKPY>KEeHUM KoToporo dyHkumoHupytoT CK3U, n k
komnoHeHTaMm CK3WM co cTopoHbl yKasaHHbIX ceTel. B kauyecTBe Takoln Mepbl pekoMeHOyeTcsl
yCTaHOBKa M ucnonb3oBaHve Ha APM cpeactB MeXCceTeBOro akpaHupoBaHus. [JomkeH ObITb
3aKpbIT OCTYM KO BCEM HEUCMOSb3yeMbIM CETEBLIM NOPTaM.

B cnyyae nogkntoveHnsa APM c¢ yctaHoBneHHbiM CK3W k obuienocTynHbiM ceTam nepegaydv
JaHHbIX HE0OX0AMMO OrpaHMYUTb BO3MOXHOCTb OTKPbLITUS U UCMONHEHUST (DaiNoB U CKPUMNTOBbLIX
obbekToB (JavaScript, VBScript, ActiveX n T g.), Nnony4yeHHbIX M3 ceTen obLiero norb3oBaHNS,
6e3 npoBefeHns COOTBETCTBYHOLLUMX NMPOBEPOK Ha MpeaMeT coAepXkaHusi B HUX NPOrpaMMHbIX
3aKnagok 1 BpeaoHOCHbLIX Mporpamm.

5.7 ObpalleHne ¢ KNKYEBLIMU HOCUTENSAMM

B opraHusaumm pomkeH ObiTb onpegeneH M yTBepXAeH MNOPSAOK YyyeTa, XpaHeHus U
NCMomnb30BaHUA HOCUTENen KN4YeBon mHdopmaumm ¢ knodamu Il 1 wngpoBaHms, KOTOpbIn
OOJIMKEH UCKMoYaTb BO3MOXHOCTb HECAHKLIMOHUPOBAHHOMO A0CTYMNa K HUM.

[na XpaHeHWs KMYeBbIX HOCUTENEW B MOMELLEHUSX OOSDKHbl YCTaHaBNMBATbCA HaOeXHble
MeTannuyeckne  xpaHunuwa (cendbl), o0boOpyAoOBaHHbIE  HAOEXHLIMW  3anuparoLumMm
YyCTpONCTBaMW.

3anpelaeTtcs:

e CHuMMaTb HeCaHKUMOHUPOBaHHbIE afgMuHUCTpaTopoMm 6He3onacHOCTM  Konuu  C
KMnoYeBbIX HOCUTETEN.

e 3HaKOMUTb C COAEPXKAHWEM KIOYEBBLIX HOCUTENEW WM nepedaBaTb KOYEBble
HOoCUTENW nuuam, K HMM He [OMyLWEHHbIM, a TaKkKke BbIBOAUTb KIHOYEBYH
nHopmaumto Ha gucnnen (MmoHmTop) APM unu npuHTep.
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YcTtaHaBnmBaTh KIHOYEBOW HOCUTENb B cumTbiBalowee ycTtponctso NM3OBM APM B
pexumax, He npeayCMOTPEHHbIX (YHKUUOHUPOBAHMEM CUCTEMbI, a Takke
yCTaHaBnumBaTb HOocuTenb B apyrue NOBM.

3anncbiBaTh Ha KNHOYEBOW HOCUTENb MOCTOPOHHIOW MHOpMaLMIO.

5.8 OGpaLueHmre ¢ kn4eBon nHpopmMaumnen

Bnapgeneu ceptudukara kntoya nposepku 3l 064a3aH:

XpaHuntb B TalHe kntod Il (3aKpbITbIN KMtoY).

He wncnonb3oBatb ANd 3fEKTPOHHOW MNognucn M WndpoBaHUA KAYW, ecrin emy
N3BECTHO, YTO 3TU KNHOYN NCNOSb3YHTCHA UMW UCNOSb30Banmnch paHee.

HemeaneHHo TpeboBaTb NPUOCTAHOBIEHUSA OENCTBUS cepTudmKaTa Kroya npoBepKu
Ol npu HanuuMn ocHOBaHMK MonaraTb, YTO TawHa kova Ol (3akpbITOro Kro4a)
HapyLleHa (npousoLuria KoMNpoMeTaums Knoya).

OGHoBNATL cepTudukat knova nposepkn 31 B COOTBETCTBMM C YCTAHOBMEHHbLIM
pernaMeHToM.

5.9 Y4yeT n KOHTpOMb

Jencteug,

CcBA3aHHble ¢ akcnnyataumen CK3W, pomkHbl ukcnpoBatbes B «XKypHane

nonb3oBaTensa CeTu», KOTOpbIA BeOET NULO, OTBETCTBEHHOE 3a obecneveHne MHOPMaLMOHHOM
6esonacHoctn Ha APM. B XypHan Kpome 3Toro 3anucbiBatoTca ¢hakTbl KoMnpomeTaumm
KrnoYeBbIX AOKYMEHTOB, HewTaTHble CuTyauun, Mpoucxoasiime B CUCTEME U CBA3aHHble C
ncnono3osaHnem CK3W, npoBegeHne pernaMeHTHbIX paboT, AaHHble O MOSyYeHHbIX Y
agMuHucTpaTopa 6e30nacHOCTU OpraHM3auum KIYEBbLIX HOCUTENSX, HELTaTHbIX CUTyauusix,
npounsoLweawmnx Ha APM, ¢ yctaHoeneHHbiM 1O CK3W.

B >XypHane MoxeT oTpaxaTtbca crieaytoLasa nHpopmauus:

nara, Bpewms;
3anMcb O KOMMPOMETaLMK KMoYa;

3anmcb 06 n3rotoBneHnn  JIM4YHOro KInto4eBoro HocuTend nomnb3oBaTtend,
Mﬂ,eHTVICbMKaTOp HOCUTEN4;

3anuMcb 00 M3roTOBMEHUM KOMWUIA JNIMYHOTO KIIKOYEBOrO HOCUTENS Morfb3oBaTens,
naeHTUdmKaTop HocuTens;

3annmcb 00 M3roToBNEeHuu pe3epBHOro Kr4YeBOro HoOCUTENIA NoJib3oBaTend,
Mﬂ,eHTVICbMKaTOp HOCUTENA4;

3anncb O NMonyyYeHun ceptudukata knova nposepkn I, NONHbLIN HOMEP KITHOYEBOrO
HOCUTEMS, COOTBETCTBYIOLLNIA cepTudunkary;

3anucK, oTpaxawluMe Bblgavyy Ha pykM nonb3oBaTensMm  (OTBETCTBEHHbLIM
NCMONHUTENAM) U cOoayy UMM Ha XPaHEHWE NMYHbIX KIYeBbIX HOCUTENen, BKoYvas
pe3epBHbIe KIMHYEBLIE HOCUTENN;

cobbITus, npoucxogmeme Ha APM nonb3oBatensa ¢ ycrtaHoBneHHbiM MO CK3W, ¢
yKasaHveM NpuyuvH 1 NpeanpuHAaTLIX 4eACTBUN.
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Monb3oBatenks (NMMB6o agmMuHUCTpaTop 6e30nacHOCTM) AOIMKEH NEPUOAMNYECKM (HE pexe O4HOro
pasa B ABa Mecsiua) NPOBOAUTb KOHTPOSb LENTOCTHOCTU U NeranbHOCTU YCTAHOBMEHHbIX KOMUIA
MO Ha Bcex APM co BctpoeHHo CK3WM ¢ nomowbo nporpamMM KOHTPOSSA LENOCTHOCTH,
npocMmartpmBaTtb Co0OOLLEHMST O COOLITUAX B XypHane EventViewer onepauuoHHON cuCTeMbI, a
Takke NpPOBOAUTL MNEPUOAMYECKOE TECTUPOBAHME TEXHUYECKMX W NPOrpaMMHbIX CpeacTs
3aLWunThl.

B cnyyae oGHapyXeHusi «MNOCTOPOHHUX» (HE 3aperncTpuMpoBaHHbIX) MpOrpamm, HapyLleHusi
LeNIOCTHOCTU NMporpamMmmHoro obecnevyeHns nubo BbiBNEHMA (pakTa NOBpeXaeHUa nevaten Ha
cucTeMHbIX 6nokax pabota Ha APM gomkHa ObiTb npekpaweHa. o gaHHoMy dhakTy OOSmKHO
OblITb NpoBedeHo cnyxebHoe paccrnegoBaHWe KOMWUCCUMEN, Ha3HAYeHHOW pyKOBOAMTENEM
opraHusauuu, rae NPomnsoLnNo HapyLeHne, U OpraHn3oBaHbl paboTbl NO aHanNu3y M NUKBMAALUN
HeraTMBHbIX NOCNEACTBMI AAHHOTO HAaPYLLEHWS.

PekomeHgyetca opraHusoBate Ha APM cuctemy ayguta B COOTBETCTBUM C  MOSIUTMKON
6e30MacHOCTU, NPUHATON B OpraHnu3aunm, ¢ perynsipHbIM aHann3omM pesynbTaToB ayguTa.

6. 3akntoueHne
HacTosilme npaBuna coctaBneHbl Ha OCHOBE:
e depepanbHoro 3akoHa ot 06.04.2011 Ne 63-03 «O6 3neKTpOHHOW NOANUCKY;

e OepepanbHoro 3akoHa oT 27.07.2006 Ne 149-03 «O6 wmHpopmauuu,
NHEOPMALIMOHHBIX TEXHOIOMUSIX M O 3aLUnUTe MHAPOPMaLMNY;

e npukaza DAMNCU ot 13.06.2001 Ne 152 «O6 yTtBepxaeHun WHcTpykumm o6
opraHusaumm n obecneveHmn 6e3oMacHOCTM XpaHeHusi, obpaboTkn 1 nepegadn no
KaHanam CBsiI3W C  MCMOJSIb30BAHWEM CPEACTB  KpunTorpacuyeckon  3aluThbl
MHopMaumMM C  OrpaHUMYEeHHbIM  [OCTYNOM, He coepXalwen cBeneHun,
COCTaBMAOLLMX rOCY4APCTBEHHYIO TANHY»;

e npukaza PCB ot 09.02.2005 Ne 66 «O6 ytBepxaeHun lMonoxeHus o paspaboTke,
Npov3BOACTBE, peanusaumm 1 aKcnnyataumMm WngpoBarnbHbIX (Kpuntorpaduyeckmnx)
cpeacTB 3awmTbl nHpopmaumm (MonoxeHne MK3-2005)».

e 3KcnnyaTtaumoHHom aokymeHTaumm Ha CK3W, koTopoe ncnonb3yetcsa B Cucreme.
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